@%3 : CIAij8-040W0004W0040-1

o T
Approved FM%!%& 7H0Y

. ( SUGGESTED TOP SECRET CONTROL PROCEDLURES

The regulations described in this memorsendum place th
responsibillity for the safe transmission and custody of Top
Secret matter on 'Wovu Secret Control Officers, Alternate Top
Secret Control Officers and Assistant Top Secret Control Of-
ficers. These officers should personally estsblish and meirn-

teln the system of' nandling Top Secret matter herein describ-

ed,

1. PROCESSING OF IKRCOLING TCP SECRET DOCULLN'TS

a. Top Secret documents of interest to a "Branch" willl be
delivered initially to the "Branch" Top Secret Control

point, where cach document wlll be logged in, indexed

and glven a "Branch" control number. A Top Secret Signa-

ture Record and Cover Sheet in duplicate will be pre-

pared for each document (see attachment A).» The original

cover sheet will be stapled to the document and the
duplicate will be used as a receipt form by the "Brench"
control point and will be filed there as a charge out
record untll the document is returned or down graded.

b. The "Branch" control point will deliver the Top Secret
document to the Assistant Top Secret Control Officer of

the appropriate office and obtailn his signature on the

duplicate Signature Hecord and Cover Sheet. The receiving

Top Secret Control Officer will have the document entered

on the Top Secret Log of his office using the "Branch®
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control number., The document will then be dellvered by
thoe Assistant TSCC to the Addroessee. Zach succeeding
individual having access to the document will affix his
signature on the cover sheet and enter the date and time
or receipt and will initlial and indlcate the date and
time of release to another individual. All Securlty ap-
proved Individuals are authorized to see Top Secret
documents. However, permission to see any particular
document will be confilned to those persons having s
legitimste interest therein.

Top Secret documents recelved by "Branch" personnel by

a nerson-to-person contact will be reported to the As-
sistant Top Secret Control Officer who will lmmediately
submit the document to the "Branch" control point for
losging in, indexing and a "Branch" Top Secret control
number. After such procedure, the document will be
returnea to the Assistant Top Secret Control 0fficer who
submitted same in order that he may accomplish the neces-
sary entries.

The Asslstant Top Secret Control Officer will be re-
sponsible for the document so long as it remains in his
office. Ton Secret documents will be malntained only

in conbination safes or comblnation type filing cablnets,

As soon as the docunent hasgs served its purpose, it will

Approved For Reieg@ZQQZIgw IA-RDP78-04007A000400030040-1

’ ¥E
SN _Mi"ﬁ



_ _ . o
Aﬁo.rovedi{gf”lggl‘gayzoo 191/23 : CIA-RDP78-0e¢7A00048€030040-1

IR IR BT N Y

-Zm

ve returned to the "Branch" control point for permanent
f1ling. In no case may & Top Secret document be dls-
patched to another office within the "™Brench" or to an
offlce outelde the "OBranch" except DbY being transmltted
through the "Branch' control polnt. Assistant Tep Secret
Control Officers will periodically check their files to
ascertain the presence ol each Top Secret document with

which they are charged.

o, PROCESSING OF OULGCING TOP SECRET DOCUMERTS

B e

Qutsoing Top Secret documents originating 1n a "Branch”
will be stauped Tcp Secret at the top anc bottom of each
paize, enclosed in two (2) sealed envelopes with proper
receipts and recorded 1n the log of the office in which
the document is originated. The inner envelope will be
stamped Top Secret and will be addressed to the addressee
by title or by name, and will contain an appropriate
recelpt Lorm. The outer envelope wlll be addressed 1in
the ordinary manner but must be clearly marked "Handle
by Officer or wgpeclally Desi,nated Couricr Only." The
docwnent will then be handed to the Assistant Top Secretb
Control Gfficer of the offlce in wniclhi the document 1s
originated.

The fAssistant Top Secret Control Officer will review the

docusent to determine whether the security aspect of
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i1ts contents Justifles Top SBecret classification. He
will then deliver the document, torether with hls log
sheet to the "Branch" control point.

The "Brencin' control polnt will acknowledge receipt of
the document by signing thls log sheet. The document
will then be assigned an outgolng control number and be

dispatched by Too Secret Courler.,

55. PROCESSING OF TOP SSCRET CABLKS

8.

Top S8ecret Cables cen be handled in the same manner as
that prescribed for Top Secret documents except thet 1t
may not be necessary for the various offices to return
their coples of cables to the "Branch" control point for

permanent fililing.

4. DUTIES OF ALTERNATE TOP SmCihikT CONTRCL OFFICERS

a.

Alternate Yop Secret control officers are respcnsilvle

for over all supervision of thls system of safe guard-~
ing Tov Secret documents within a "Branch". Only several
need be appointed in a "Branch" and 1t is suggested they
conduct perlodic checks of office files within their
"Irench" to insure the Top Secret procedures are being

followed.

S. DUTTES OF ASSISTANT TOP SECRET CONTROL COFICERS

a. Assistant Top Secret Control Officers should be anpolnted

in each office within a "Branch" to receive, malntain
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custody and transmit Top Secret documents for their

offices in accordance with this procedure. Before an

Asslistent TSCO may be relleved of his asslgrniment, he

wlll account for each recorded Top Secret document to

his successcr. ssistant TSC0s will be ressongible for

.

Insurin: thset Top Secret documents in their oifices are
being handled in conformity with thesc procedures 1t

is supgrested that Assistant T3CO's inspect the Touo 3ecret
documents and files presently in thelr officecs in order
to reduce thew to the smallest number consistent with

the requirements of the office. The "Branch" contrcl
polnt should be recoznized as a permanent repcsitory

for all Top Becret documents whilch are not beins used

by the varlous offices. Hsch Top Secret document presently
filed in an office should be reviewed for possible dovn
grading or return to the "Branch" control peint for de-
struction or permanent filing. After this has been ac-
conplished, the Assistant T2CO will verify that the Top
Secret documents in his office are recordsd on his log

and that the "Brancn" control polnt hss him charged with

only these documents,

b. With the approval of the asosropriate "iranch!" officers

Assistant T3C0s should be authorized to csncel or down

srade the claszirficetlon of documents originated witalin
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thelr recpective offlces by writine or atanniny over the

mark at trno top of the [irst page, "Classification

canceled or chanvred to s D3

autacrity of (cfficer autacrlized te charnce), by (name

grade of offlicer makln~ the chanze and the d=ate

and

thereof)." afiL r thls has been completed, necessary

entries will be made on the document cover slhisct and the
docrment will be eltuer returned to the "Eranch" control
polint or tne "Zrarncn" control point will be notified in

wrltine of the chanve in classification.

LoTAJCTION OF TCr¢ SeCiaT DOCUMINT

a-.

Destruction ol Top Secret documents will be accowznlished

in accordance wlith exlsting vegulations. Custodisns will
) .

dically survey all such documents in thelr poussssiorn

g,

reri

and, il' deemed of no use, wlill transmit saeme to the

"Srancia" control point for approsriat

drai'ts and ¢xztra coples, preserved solsely for convanlience,

prepared witnin a particular olfice may and

ALl

which were
should be destroyed by the criginatinz oilice.

otner Top Secret material will be transmitted to thne

"2prancn" control peolint for determination of its valiue

and proper disposal.
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